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Agenda 

• What is IoT (Internet of  Things)? 

• Threat Agents & Attack Vectors 

• Security Weaknesses 

• Technical Impacts 

• Business Impacts 

• OWASP Top 10 2014 for IOT 

 



Introduction 

The Internet of Things (IoT) refers to the ever-growing 

network of physical objects that feature an IP address for 

internet connectivity, and the communication that occurs 

between these objects and other Internet-enabled devices 

and systems. 



Ubiquitous 

 Gartner: “IoT Installed Base Will Grow to 26 

Billion Units By 2020.”  That number might be 

too low. 

•Every Auto 

•Every Mobile 

•Every Door 

•Every Room 

 Every sensor in 

any device 

 Could be in 

bracelet 

 in every home, 

office, building 

or hospital room 

…  
 in every city and 

village ... on 

Earth ... 





IOT devices which could be vulnerable 

 

Thermostat  

 

 

 

 

To control home/office temperature 

Assigned with IP 



Watches and fitness monitors 

 

 

 

Expose Personal Health Data 

 

IOT devices which could be vulnerable 

 



• Smart Cars 

• Wireless Pacemaker & other implanted 

device for monitoring health 

• Biometrics 

IOT devices which could be vulnerable 

 



• The Internet of  Things Device 

• The Cloud 

• The Mobile Application 

• The Network Interfaces 

• The Software 

• Use of  Encryption 

• Use of  Authentication 

• Physical Security 

• USB ports 

All elements need to be considered 



OWASP Top 10 

1. Insecure Web Interface 

2. Insufficient Authentication/Authorization 

3. Insecure Network Services 

4. Lack of  Transport Encryption 

5. Privacy Concerns 

6. Insecure Clould Interface 

7. Insecure Mobile Interface 

8. Insufficient Security Configurability 

9. Insecure Software/Firmware 

10.Poor Physical Security 



1- Insecure Web Interface 



Checklist for  

Insecure Web Interface 

• Account Enumeration 

• Weak Default Credentials 

• Credentials Exposed in Network Traffic 

• Cross-site Scripting (XSS) 

• SQL-Injection 

• Session Management 

• Account Lockout 



2- Insufficient Authentication/Authorization 



Checklist 

• Lack of  Password Complexity 

• Poorly Protected Credentials 

• Lack of  Two Factor Authentication 

• Insecure Password Recovery 

• Privilege Escalation 

• Lack of  Role Based Access Control 



3- Insecure Network Services 



Checklist 

• Vulnerable Services 

• Buffer Overflow 

• Open Ports via UPnP 

• Exploitable UDP Services 

• Denial-of-Service 

• DoS via Network Device Fuzzing 
 

*UPnP: Universal Plug and Play (UPnP) is a set of networking protocols that permits networked 
devices, such as personal computers, printers, Internet gateways, Wi-Fi access points and mobile 
devices to seamlessly discover each other's presence on the network and establish functional 
network services for data sharing. 



4- Lack of  Transport Encryption 



Checklist 

• Unencrypted Services via the Internet 

• Unencrypted Services via the Local 

Network 

• Poorly Implemented SSL/TLS 

• Misconfigured SSL/TLS 

 



5-Privacy Concerns 



Checklist 

• Collection of  Unnecessary Personal 

Information  



6- Insecure Cloud Interface 



Checklist 

• Account Enumeration 

• No Account Lockout 

• Credentials Exposed in Network Traffic 



7-Insecure Mobile Interface 



Checklist 
• Account Enumeration 

• No Account Lockout 

• Credentials Exposed in Network Traffic 



8- Insufficient Security 

Configurability 



Checklist 

• Lack of  Granular Permission Model 

• Lack of  Password Security Options 

• No Security Monitoring 

• No Security Logging 



9- Insecure Software/Firmware 



Checklist 
• Encryption Not Used to Fetch Updates 

• Update File not Encrypted 

• Update Not Verified before Upload 

• Firmware Contains Sensitive Information 

• No Obvious Update Functionality 

 



10-Poor Physical Security 



Checklist 
• Access to Software via USB Ports 

• Removal of  Storage Media 

 



Recommendation for IOT-1 



Recommendation for IOT-2 



Recommendation for IOT-3 



Recommendation for IOT-4 



Recommendation for IOT-5 



Recommendation for IOT-6 



Recommendation for IOT-7 



Recommendation for IOT-8 



Recommendation for IOT-9 



Recommendation for IOT-10 



Thank You 


